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e HPE Aruba Networking Security Strategy and ClearPass Fundamentals
e Deploy Trusted Certificates

e Implement Certificate-Based 802.1X

e Implement Advanced Policies on the Role-Based AOS Firewall
e Evaluate Endpoint Posture

e Implement a Trusted Network Infrastructure

e |mplement 802.1X and Role-Based Access Control on AOS-CX
e |Implement Dynamic Segmentation on AOS-CX Switches

e  Monitor with Network Analytics Engine (NAE)

e Implement WIDS/WIPS

e Use CPPM and Third-Party Integration to Mitigate Threats

e |Implement Device Profiling with CPPM

e Device Profiling with HPE Aruba Networking
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o Deploy ClearPass Device Insight

e Integrate Device Insight with CPPM

e Secure Remote and Branch Access

e Configure HPE Aruba Networking Gateway IDS/IPS
e Use HPE Aruba Networking Central Alerts
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Lab Task and Details

Day1
Item Subject Details Personal Lab Remark
& Devices
- Management Plane Hardening overview
Infrastructure | - Configuration TACACS+ integration CPPM Aruba-6300F
Hardening &
1 & - Configuration AAA for command control Aruba-6000
Management
Security - Configuration CoPP CPPM
- Monitoring and troubleshooting AP615
- ClearPass OnGuard (Posture Policy) overview
Advanced - ClearPass OnGuard configuration and verifying Aruba-6300F
ClearPass o )
2 Services & - ClearPass OnGuard monitoring and troubleshooting Aruba-6000
Architecture - Advanced Enforcement Rules overview CPPM
- Enforcement Rules configuration and verifying AP615
- Enforcement Rules monitoring and troubleshooting
Day 2
Item Subject Details Personal Lab Remark
& Devices
- User-Based Tunneling (UBT) overview
- UBT configuration and verifying
- UBT monitoring and troubleshooting Aruba-6300F
Dynamic | _colorless Port overview Aruba-6000
3 Segmentation CPPM
& Colorless - Colorless Port configuration and verifying
Ports (Wired AP615

Edge

- Colorless Port monitoring and troubleshooting
- Dynamic User Roles (DUR) overview
- DUR configuration and verifying

- DUR monitoring and troubleshooting




troubleshooting
- WebCC (Web Content Classification) overview
- WebCC configuration and verifying

- WebCC Monitoring and troubleshooting

Item Subject Details Personal Lab Remark
& Devices
- IDPS (Intrusion Detection and Prevention
System) overview
- IDPS configuration and verifying
- IDPS monitoring and troubleshootin
Edge Threat 8 & Aruba-6300F
Management | - Fail Strategy and Selective Inspection overview Aruba-6000
(IDS/IPS & Selective | . i ) d verifvi
4 Content - Selective Inspection configuration and veritying CPPM
Security) - Selective Inspection monitoring and AP615




Item Subject Details Personal Lab Remark
& Devices
Advanced - Troubleshooting Authentication Failures Aruba-6300F
5 ;rrl)ublesho?tmg (802.1X/MAC-Auth) Aruba-6000
nvestigation
8 - Troubleshooting RADIUS Failback / Critical CPPM
Auth
AP615
Day 5
Item Subject Details Personal Lab Remark
& Devices
Advanced - Troubleshooting Syslog, Network Analytics Aruba-6300F
6 Troubleshooting | Engine (NAE) uaz Packet Captures Aruba-6000
& Investigation
(Conts) - Troubleshooting User-Based Tunneling (UBT) CPPM

AP615




