JllNetlogic

Training Center

Course Training

HPE Aruba Networking Certified Associate — Network Security (ACA-NS)
Exam HPE6 — A78

S1ERTLDUANANAANT

¥
wANgM3 HPE Aruba Networking Security Fundamentals sjaiiunisaauuiaAniiugiusiuanudasademalawes uazistes
= )

AunfanliiungBaudniunmeaauiesulususesian@n ACA - Network Security (ACA-NS) 19Tl nangmsazasuneiaizanauy

uaztasiuisuaulaensainulddes wiauislinnmuaeanalulagaulaandehddny gidauaslf@neaanisaielasaaing

U

'
a

v .
#uguaTetneudenianaelaqgiulndas (Mobility Solutions) wazaindues HPE Aruba Networking

InnilseaIAUaINangns

NS U v d o - vay e , .
wasneunangmsil fisauaziiauidilanesiuuuimenisiinanudaeasieliungdnsnd (Device Hardening) uazuangms

v
o A

HdanseunquitnsAfinnuiuaNdasaieidaieanairsedie (Edge Security) meEszuL AAA, ununumduNugIULAY
ulaunglnfead, nisutdaueietnouuulauidin (Dynamic Segmentation) magaaun1sdnlszinglnaniilaienie  (Endpoint
Classification) ~ 8dlindniu  wdngmsavesunainfuneatiumaluladinisnmaduioanauidesiu  saufivdinissausaniiuin

wAN190f (Logs) uaznisudaiiiau (Alarms) el ldiiudess Susulunisnmaseuuazduasusell inaifianiunisiuseudn

éfﬁ'ﬂu@:mmmL‘}Tﬂmm:@%mﬂﬁqsﬂ’@ﬁqﬁiﬂiﬂﬁ:
®  Security Threats and Security Strategy
®  Security Technologies
®  Hardening AOS-CX Switches
®  Hardening AOS Devices
®  Secure LAN Protocols
®  Network Authentication and Encryption Technologies

®  Fdge Security with HPE Aruba Networking

HPE Aruba Networking Certified Associate — Network Security (ACA-NS)
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Lab Task and Details

Day1
Item Subject Details Personal Lab Remark
& Devices
- Out-of-Band management overview
- Out-of-Band management configuration and verifying
- Out-of-Band management monitoring and
troubleshooting
Hardening RBAC (Role Base A Control _ Aruba-6300F
- ole Base Access Control) overview
1 AOS-CX Aruba-6000
Switches - RBAC configuration and verifying
- RBAC monitoring and management
- Control Plane Policing (CoPP) overview
- CoPP configuration and verifying
- CoPP monitoring and troubleshooting
- Administrative Lockdown overview
Hardening | - Administrative Lockdown configuration and Aruba-6300F
AOS verifying Aruba-6000
Devices Administrative Lockd itori d
2 (Mobility - Administra |.ve ockdown monitoring an VWLC
Controller troubleshooting
ontroflers AP615
& APs) - Control Plane Security (CPSec) overview

- CPSec configuration and verifying

- CPSec monitoring management




- Root Guard overview and configuration
- Root Guard monitoring and troubleshooting
- BPDU Guard overview and configuration

- BPDU Guard monitoring and troubleshooting

Item Subject Details Personal Lab Remark
& Devices
- DHCP snooping overview
- DHCP snooping configuration and verifying
- DHCP snooping monitoring and troubleshooting
- Dynamic ARP Inspection (DAI) overview
3 Secure LAN | - DAI configuration and verifying Aruba-6300F
Protocols Aruba-6000
- DAl monitoring and troubleshooting ruba
. . . . vWLC
- Spanning Tree Protections function overview
AP615




Item Subject Details Personal Lab Remark
& Devices
- 802.1X & MAB overview
- MAC Authentication Bypass (MAB) overview
- MAB configuration and verifying
- MAB monitoring and troubleshooting
Network - 802.1X overview Aruba-6300F
4 Authentication Aruba-6000
- 802.1X configuration and verifying ruba
& Edge
. o _ VWLC
Security (AAA | - 802.1X monitoring and troubleshooting
& 802.1X) n o _ AP615
- Certificate-Based Authentication overview
ClearPass
- Certificate-Based Authentication configuration
and verifying
- Certificate-Based Authentication monitoring
and troubleshooting
- ClearPass policies overview
- User Role overview
- User Role configuration and verifying Aruba-6300F
Role-Based - User Role usage and monitoring Aruba-6000
Firewall
> Policies - Firewall Rules Application overview vwLC
- Firewall Rules Application configuration and AP615
verifying ClearPass
- Firewall Rules Application usage and
monitoring




Item Subject Details Personal Lab Remark
& Devices
- User-Based Tunneling (UBT) overview Aruba-6300F
User-B?sed - User-Based Tunneling (UBT) usage case Aruba-6000
Tunneling
6 (UBT) - UBT configuration and verifying vWLC
- UBT monitoring and troubleshooting AP615
- DHCP Fingerprinting overview Aruba-6300F
Endpf)!nt ) - DHCP Fingerprinting usage case Aruba-6000
Classification
7 & Profiling - DHCP Fingerprinting configuration and verifying VWLC
- DHCP Fingerprinting result AP615
ClearPass
Day 5
Item Subject Details Personal Lab Remark
& Devices
- SIEM/Syslog Integration overview
- Syslog integration configuration and verifying Aruba-6300F
Threat. - Syslog integration monitoring and Aruba-6000
3 Detection, | roypleshooting VWLC
Logs &
Forensics - ArubaOS WIDS/WIPS Analysis overview AP615
- ArubaOS WIDS/WIPS Analysis usage case ClearPass

- ArubaOS WIDS/WIPS Analysis monitoring




